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Abstract— While network simulators are commonly used to This paper is organised as follow. First, requirements of
test MANET routing protocols, no similar tool exist to perform  small scale MANET testbeds are given. Then in section I
evaluations of implementations with real hardware. In this common testbeds setups used in research environment are

paper, a solution to emulate MANET topologies and to assist . . . -
implementations debugging is described. It uses well known described. In section IV and following, a description of the

UNIX networking features to enhance and ease interoperatily ~Proposed system is given as well as its usage during OLSR6
tests, as well as MANET demonstrations. The system was the debugging. Limitations of the system are then discussed to
key tool that helps to validate WIDE's project implementation conclude on future enhancements.
of OLSR6.

Il. REQUIREMENTS OF SMALL SCALEMANET TESTBEDS

. INTRODUCTION The following list summarise important requirements dis-

In research environments, network simulators are commordlyssed later in this section. They are the key elementsetiat |
used to design and analyse the performance of new protoc#sthe design of the proposed solution.
For instance, they can reproduce the behaviour of wirelesss IPv6 support
interfaces, manage and move many nodes, and fake network simple setup and management of nodes
topologies. Nevertheless, no such tools are widely aveilab « wire based to get rid of wireless troubles
when performing real life evaluation with regular devices. « automatic topology changes

« traffic monitoring in a single entity

During the implementation and testing phase of a MANET
routing protocol, experiments can become a real headach@IANET routing protocols are designed to run on top
such as dealing with wireless interfaces. To ease the déwiggf wireless technologies, yet during real experiments many
part, different physical topologies need to be emulated p@oblems often arise while trying to setup wireless integfa
trigger specific protocols behaviour. In OLSR, for examplap use IBSS (ad-hoc) mode. In fact, it can be really difficult
the simplest topology leading to TC messages generation igoaconfigure using cards from multiple vendors, or from
chain of nodes paired together. different countries. In some situations like interopeligbi

tests where wireless performance is not really needed, it is

The system presented in this paper improve the way ketter to rely on communications using wired interfaces.
debug and to test protocols. No configuration is performed on
nodes except usual IP addresses configurations and routinflhe testbed should work with off the shelf hardware in
daemons setups. The topology can be entirely controlleeder to keep the overall cost of the platform reasonable and
during experiments in order to focus on its results and not @ase the maintenance. It also permits to validate MANET
the network operation. routing protocols implementations with real hardware amd t

use it for other kind of experiments. In the best case, it kEhou

We have two motivations to develop this emulator. Thalso work with hardware commonly found in laboratories.
first point is to illustrate MANET to students while keeping
the demonstration as real and simple as possible. The seconthe management of the system must be simple, as
point is to ease the validation of WIDE'’s project OLSR6[2vell as the configuration and the distribution of protocol
implementation. Several bugs were found and correctedyusimplementation’s updates. The main focus of the proposed
a step by step approach. The network topology is frozeolution is to make debugging as simple as possible. Using
when a bug is identified, and change to a new one after taecentralised architecture, traffic flow between nodes can be
code correction. analysed in a single entity which can be the developer'sfapt
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Fig. 1. Emulated network Fig. 3. Nodes are connected to the emulator using crosssable
# i ptables -P I NPUT DROP infa 0/1
# iptables -AINPUT -mmac -s 1:2:3:4:5:6 \ switchport protected
-j ACCEPT swi tchport access vlan2
exit
Fig. 2. Filters in node C
infa 0/2

. sw tchport access vl an2
Topology changes caused by nodes mobility mugk; ¢

be configured easily. The system should manage them

automatically, still giving enough control to the experimt& ; y 4 0/ 3

if some specific reshape of the network is needed. Moreovgii t chport pr ot ect ed

the system should be able to replay topologies change (i t chport access vl an2

nodes movements. This control over the topology is really t

important while trying to hunt and fix precise bugs. After the

correction of bugs, it is essential to go back to the netvgork’ Fig. 4. Star topology with Cisco’s 10S
state that triggered it in order to check the reparation.

I1l. COMMON TESTBEDS SETUPS situations, the use of this filter is not realistic. For imsta,

In research environments, popular MANET testbeds involyiIring debugging sessions, developers will not agree totgra
addresses filtering. This section describe two filteringcepis  Fo0t access to their laptop.
achieving topology emulations. Following descriptionsd ha
been written with wired link-layer technologies in mind to 2) Centralised filtering:In this environment, all nodes are
simplify testbeds configurations. Regarding filters, witho connected to a device that emulates network topologies and
protocols concern, the optimal design is to deny all adeé®esperforms addresses filtering as in figure 3. Since no specific
and to selectively allow nodes to talk to each other. Filtees Configuration are required on nodes, every operating system
smaller and easier to maintain this way. can get involved during the experiment_

A. Filtering ) _
1) In node filtering: This solution implies setting up EtMost of Ethernet switches can filter both IP packets and

. . : - hernet frames. However, there is some restrictions as it
access lists on every nodes involved in the network in order . . . : ,
S sometime impossible to filter MAC addresses on ports

to emulate the topology. A good strategy is to use a mas{erress traffic. As OLSR HELLO messages are transmitted

. : e
node that will update new rule sets every time a tOpOIOQ}ging Ethernet broadcast, outbound filtering is inefficient

change is needed. Otherwise, nodes with dual IP stacks fl&eover the delay between rules input with switches’

convenient to separate the management plane from the gou%?)mmand line interface and their effective use by built-in

expe_rlment. lP\./4 Is use to update rules while the _protoct%e operating system can be quite long and inefficient while
test is done using IPv6. See figures 1 and 2 for an iptable

example using MAC addresses filtering. c%angmg topology.

The main drawback of this filtering is that it relies on AS Star topology can easily be created using VLAN features

operating systems filtering capabilities. Moreover, in sonff Switches. Figure 4 shows an example of such setup using a
Catalyst switch from Cisco. Considering OLSR, the emulated

Lcommand allowing packet filtering on Linux network is too simple as no TC message while be generated.



fecO::1 ethO 00:09: 6b: a0: a6: 71

5. MAC.or P fllterllng . _ fec0::2 eth2 00:11:24: 79: 8e: 82
The biggest requirement for this testbed is to support botlhc0: - 3 et h3 00: 07: 40: fb: ad: 6a

IPv4 and IPv6. Obviously packet filtering involving link I8y f aco:: 4 et h5 00: 07: 40: 02: 42 68

addresses meet this requirement. It also gives nodes a true

view of the topology by isolating neighbors traffic. Fig. 5. MAC, IP, interfaces relations
IP filters leads to more complicated filters as denying on

an IP address basis will work to exchange OLSR message

but will also deny other kind of communications as ICMP or

UDP messages. Attention is needed to carefully setup them.

During debugging sessions, as these filters can not catch non

IP based protocols like ARP, output of network analysisgool

is somehow misleading.

From an IPv6 perspective, it is easier not to filter on IP ﬁ’@:feco::l
addresses. ICMPv6 Neighbour Solicitation messages must

be filtered during OLSR simulations, while allowing Echo

Request ones. Moreover, during IPv6 link layer addresses

resolution, IPv6 can send packet using the unspecified

addresse$: : " making filters harder to setup.

IP @: fec0::2

B
IP @: fec0::4

Fig. 6. Bus topology emulated with Linux bridging system

Regarding these problems, MAC addresses filtering is an
efficient solution to achieve accurate emulation of physicge|ations.
topology providing nodes a correct view of the network. As

they only receive packets they need to, the MAC address . .
o . . . Once these relations are discovered, all nodes are
filtering is a nice solution for debugging purpose.

connected together using an Ethernet bridge. At this stage,
IV. PROPOSEDSOLUTION every nodes can talk to each other. For OLSR, every nodes

The topology emulator presented in this paper is designdte neighbors and can receive all HELLO messages generated
to run on hardware commonly found in a lab. The intent # the network. Figure 6 shows the emulated topology
to provide researchers a cheap solution for protocolsnigsticorresponding to figure 3.
and evaluation in small scale testbeds. It supports botHd IPv
and IPv6 using link layer topology emulation. As it is node The emulated network is then generated based on a random
independent, multiple devices and Operating system can rtwork topology as seen in figure 7. All communications on
involved in the network. the bridge are first denied, then according to the topology,
A. System Overview Ethernet communication.s are a]lowed using MAC based

] _filters. To ease debugging, a simple mobility model was
~ The proposed topology emulator is based on centralisggplemented. At each iteration of the script, one node is
filtering and use the following components: selected randomly, one of its link will be deleted and a new

1) addresses and interfaces information discovery one added.

2) Ethernet interfaces bridging

3) topology generator

4) MAC addresses filtering
It runs on a computer where many Ethernet interfaces are
available. Nodes participating in the experiment need to be
plugged with a cross cable to one of the numerous network
interface of the emulator as in figure 3.

Hl D
B IP @: fec0::3

In order to setup filters, relations between IP addresses,

MAC addresses and interfaces names need to be established.

Giving an IP class as 192.168.0.0/24 or fec0::0/64, ARP
requests or respectively Neighbours Solicitation recuasé
sent to every interfaces plugged to the emulator. As only on
node is plug into an interface, it is straightforward to get a
tuple including MAC and IP addresses as wells as interface
name for each node. Figure 5 shows one example of such

A
IP @: fecO::1

C
IP @: fec0::2

amn B
Bl P @: fecO::4

Fig. 7. A topology generated by the emulator



# ebtables -A FORWARD -0 et hO \
-s 00:11:24:79:8e:82 \
-j ACCEPT # Allow fec0::2 -> fec0::1

# ebtables -A FORWARD -0 eth2 \
-s 00:09: 6b:a0: a6: 71 \
-j ACCEPT # Allow fec0::1 -> fec0::2

Fig. 8. An example of ebtables based MAC filters

Fig. 9. First topology used during debugging
B. Implementation

The OLSR6 debugging session was conducted with a
regular IBM X31 laptop using USB Ethernet interfaces.
It runs Debian testing with Linux 2.6.8. The process of
gathering relations between MAC, IP addresses and inesfac
names was automated thanks to scapy[4], a powerful packet
manipulation tool written in python.

The Ethernet bridge is done with theconfig command.
A python script is used to emulate the topology, provide
nodes movemems. and bu.lld MAC filters. Figure 8 shows EE?g. 10. After a movement, the link between fec0::3 and f#a@as deleted
example of such filters using thebtablescommand.

_ This system was designed to work on Linux 2.6 Withyherea| was launch on the bridge interface of the emulktor.
its bridging and MAC filtering features. However, as BSQyqheaareq that no TC messages were sent by MPRs, whereas
systems offers similar functionalities, the system shaubak they were necessary according to the topology in figure 10.

with small modifications. At least OpenBSD is expected tR¢ar this bug was corrected, it appears that TC messages
work with pf (Packet Filter) andbrconfigf. were not forwarded by MPR.

V. OLSR6DEBUGGING FEEDBACK

This section briefly described how the topology emulat

was used during debugging sessions of the OLS ecting th : work state. Th iahb h
implementation in zebra. The main object is to explaifwe ecting the previous network state. Theé neighbours cache

how bugs were found and how these sessions were perform\gaS not corr_ectly fIUShEQ' Applying this basic step by step
method, the implementation was successfully debugged. The

éopology was frozen after a bug's discovery and the new
de tested against the same one until the problem was solved

A new node movement was then launched. This time,
messages were corrupted. The neighbours list was still

At first, all developers’ laptops were plugged to th
emulator using cross cables. All of them had two interfaces?

one to the emulator, and on to the lab’s regular network. When this debudai . q q h devel
Although its is not mandatory, the later one was used to en this debugging session was conducted, each developer

access the CVS server and synchronise bug fixes. IPv6 it ld goncen:]ra_te on blug solvg%and complle_ new versr][;ns of
local addresses were configured in the emulator network. the code on their own laptop. ! erent operatln_g syste an
devices were used at the same time to host the implementation

During the first topology test, strange entries were detecte . . .
in the routing table, as well as weird IP addresses in HELLO T féwer people participate in the experiment, same
messages. The topology in figure 9 was though frozen afgerating systems and similar dew_ces shquld be use to ease
the bug investigated. It appeared to be an endianess probl3f, Management of the testbed. It is possible for a developer
triggered on some architecture. We managed to discover tffls 2cCess nodes from the emulator without changing the
issue as many different OS (MAC OS X, *BSD, Linux) carf®P0logy. Debugging and compilation of the code can be
be used with the topology emulator. After fixing the bug, thgone on the emulator. Binaries are uploaded to nodes using

test was start again with the same topology to verify result GoMmands such ap If public keys are properly distributed,
modifications. this part is straightforward.

Routing table entries were still strange. Some nodes weré”Urng this experiment, the topology emulator was tested
unreachable. In order to get a global view of the systerf & realistic research environment. Whereas no specifie nod
management component was specifically developed, no prob-

2Ethernet bridge management command lem were encountered while upgrading or configuring nodes.



To conclude, the following list shows features which were VII. CONCLUSION

especially useful during the debugging session: In this paper, a topology emulator for small scale MANET
1) freeze the topology is described. It was heavily used to debug WIDE's project
2) monitor all traffic on the main node implementation of OLSR6. A test was conducted using
3) compile and upload from a central authority twelve nodes. Two of them were emulated thanks to QEMU
and others were real devices such a laptops, zaurus, orisoekr

VI. LIMITATIONS AND WORKAROUNDS boards

As explained in the previous section, the topology emulator
proved its utility during debugging sessions of OLSR6 The developed system supports both IPv4 and IPv6, allows
implementations. However, this environment is not designeasy setup of MAC addresses filters, manages topologies
to conduct realistic performance analysis of protocolsutomatically, and provides an efficient solution to manito
Bandwidth and delays values are not reasonable to reflacdes activity in a single location. It meet all requirensent
MANET using wireless links. It is possible to rectify thisfor small scale MANET testbed as described in section Il.
problem using netenfil] on Linux to emulate network As expected, all these elements revealed their utility raburi
properties such a delay, loss or packet rates. Althoughb, texperiments.
solution is still not thoroughly validated, it could proeica
good environment to study applications behaviour in OLSR This work can be considered as a first step to perform
networks. automated interoperability tests of MANET routing protisco
As the emulator can receive all traffic and knows the topalogy
In the current version, the topology emulator only provide could easily check if sent packets are valid. On the other
symmetric links. If this feature is really required durirests, hand, it could also start new thoughts for specific MANET
it is, of course, possible to change MAC filters by hand. Thigmulators. The emergence of dedicated hardware to simulate
can be troublesome while validating OLSR implementatioddANET with realistic performance will really help to valiti
as there is no convenient way to make links asymmetric. implementations as well as evaluating new applications for
this kind of network.
Using real hardware to conduct experiments can sometimes
be problematic if a lot of nodes are required. On Linux,
emulators and virtual machines using the TUN/?Agystem
can be used to simulate nodes. As this system providékneétem - Network Emulator http://devel oper. osdl . org/
.. . . . shemmi nger/ net enl
userland applications with an Ethernet interface, thisualr 5] r. wakikawa and A. Tuimonen and T. ClauséRy6 Support on Mobile
nodes can be used seamlessly with the topology emulator. TheAd-hoc Network http: //wav. ietf.org/internet-drafts/
proposed system was tested with five laptop and two QEMUJ deE"’"\‘;I LtJ p‘”r’gge's';%‘r”imﬁ;‘tztm ! E:V/G/ m.pgefrtmlog’r-gt xt
CPU emulators. User-mode Linux is also a good alternatiyg scapy http://wwv. cartel - securite. fr/pbiondi/

for Linux based nodes. proj ect s/ scapy/
[5] TAHI Project http://ww. tahi. org/
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A. Future work

The actual system is somehow limited because it lacks a
good user interface. Actually, it is only possible to getera
the topology and to move one node at each iteration.
A necessary feature to conduct precise experiments is
a better interface to manage links on the fly. During a
simulation, it will help implementors to add and delete nk
move a specific node, and enable support of asymmetric links.

As all traffic go through the topology emulator, it is
possible to analyse OLSR messages and check their validity
according to topology informations. In the network desedb
by figure 7, this system can verify if HELLO messages send
from node C include B and D as neighbors. It could also
check if node A forwards a valid TC message issued by C.
This is somehow out of the scope of the proposed topology
emulator but this is a good start to add automated OLSR6
conformance and interoperability tests to the Tahi Pr{i¢ct

3a virtual network device for userland applications



