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Access control mechanisms have been designed and implean@nimit the access, authenticate and authorize single
users, either in fixed networks, or in mobile environmentsith\the recent advances in network mobility support
in IPv6 (NEMO), access networks will soon be deployed in utshnsportation such as buses or trains and will in
turn provide access to mobile nodes and even mobile netwdtka/ever, access control mechanisms have not been
designed for users located in such nested mobile envirotemtrat is, when the access network in which they get
access to is itself mobile. An actual deployment scenarmmpesing a bus offering both Internet and local services
to its passengers is used to illustrate the needs and thesifsam a security and authentication point of view. An
authentication architecture based on the latest acces®korechanisms and protocols is then proposed to offecbasi
authentication in nested mobile environments.
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1 Introduction

Nomadicity of users and their needs to access foreign nksv@quire authentication and authorization
procedures in order to grant them access to resources. Misatmhave been proposed and standardized to
address such concerns. However, emerging protocols agdsiaee starting to challenge these mechanisms
in IPv6.

In particular, NEtwork MObility (NEMO) support mechanisinave recently been specified by the IETF
to allow an entire network, referred to amabile networkto migrate in the IP topology. With such network
mobility support, anything can migrate in the Internet,tigatarly PANs (Personal Area Networks, i.e.
small networks attached to people and composed of Inteppdiaces like PDAs, mobile phones, digital
cameras, etc.), networks of sensors deployed in vehidiesd#is, boats, buses, trains) [EU02], and access
networks deployed in public transportation (taxis, traiascrafts, trucks and personal cars) to provide
Internet access in turn to devices carried by passeng@tslacamera, mobile phone, and even PANS).

Network mobility does challenge the authentication medrmas as it questions how the multiple users
located in a mobile network will be granted or prevented as¢e the many available networks, and thus
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how they would be authenticated and authorized. It is theqae of this paper to analyze the issues and to
propose an authentication architecture.

This paper is organized as follows: in section 2, we oventienexisting protocols that provide mobility
support and authentication. Then in section 3 we describedke study used in the remaining parts of this
paper. Based on a number of needs from a security and awthtoni point of view listed in section 4, we
propose in 5 an access control architecture that suits théresments of our case study. Remaining issues
are listed in 6 before concluding with this paper.

2 Overview

2.1 Mobility in the Internet

According to the IPv6 address assignment rules, each nddensfied by a unique IPv6 address with a
prefix which identifies the location of the given node in theetnet topology. There is typically a change of
this physical IPv6 address each time a mobile node chargypsiitt of attachment and thus its reachability
in the Internet topology. Such mobile nodes (MN) could eithe amobile hos{e.g. a mobile phone or a
PDA) or amobile router(e.g. one providing Internet access to other nodes locatadus). In the mobile
router (MR) case, the MR and the number of nodes attachead@hire forming what is referred to as
amobile networkalso abbreviated as a NEMO (standing for eith&Eawork that is MObileor NEtwork
MObility).

The change of the physical address of the mobile node raatdtdosing packets in transit and broken
transport protocol connections if mobility is not handlgdspecific mechanisms, particularly in the NEMO
case, where this change of address has an impact on routing émtire mobile network. Support mecha-
nisms are thus necessary to maintain open connections.lééti6 [JPA04] is usually sought to manage
host mobility i.e. mobility of a single IPv6 device, whereas NEMO Basipfart [DWPTO05] would be
used to manageetwork mobility i.e. entire IPv6 networks that change their point of attaeht to the
Internet topology.

2.2 NEMO Basic Support

NEMO Basic Support [DWPTO05] has been specified recently b BTF community within the NEMO
working group. The primary objective of this solution is t@perve session continuity betwesarrespon-
dent node¢CNSs) and nodes located behind the mobile router (caliedile network node$1NNs) while
the mobile router changes its point of attachment.

In the most basic configuration, the MR has two interfaces egressand oneingress The egress
interfaceis attached to the access network, served by an access (A&Egrinitially on the home link
and later on &isited link Theingress interfacés attached to amternal link in the mobile network. All
nodes (MR and MNNSs) attached to a given internal link havé tddresses taken from the samebile
network prefixe§MNPs) advertised on this link. MNNs are either fixed nodeSN) or visiting mobile
nodes (VMN). Fixed nodes are unable to change their pointtatlament while keeping their connections
open, whereas mobile nodes have this ability, presumalihgudobile IPv6. If such a mobile node is
indeed a MR with a number of nodes behind isudb-MRand its respectiveub-NEMOis getting attached
to aroot-NEMOunder aroot-MR. In this case, the aggregated network is said toéstedand is referred
to as anested-NEMO

NEMO Basic Support associates each egress interface of demmobter with two distinct addresses,
much like what is done in Mobile IPv6. THeome addres@HoA) serves as a permanent location invariant
identifier whereas theare-of addres§CoA) serves as a routing directive to the current point actment.
The permanent HoA is obtained from the home network and femsdame prefix as the home link. The
temporary CoA is obtained in the visited network and fornredtthe prefix advertised on the visited link.
MNNs behind the MR do not change their address as they do aoigehtheir physical point of attachment.

The purpose of the protocol is to establish bidirectionahtls between the home link and the mobile
network for each (HoA,CoA) pair. The MR does so by regisgr@nbinding between the MNP and the
MR’s CoA with a router on the home link called the Home AgenAjHThis mechanism allows nested
NEMOs.
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Since the concept of network mobility is relatively new tosnof the readers, we suggest to read the
requirements representing the consensus of the IETF coiyrjiEnn05] and the terminology defined by
this working group [ELO5]. The terms used in the present papd introduced above are taken either from
the NEMO terminology or from a more general terminology dedim [MKO04].

2.3 AAA Mechanisms

To control access to their network, IP operators deploy am\Arastructure. AAA stands for Authen-
tication, Authorization and Accounting. A basic AAA inftascture is composed of three elements: an
authentication method, an AAA protocol and an authenticagirotocol. The authentication protocol is
used between the client's device (e.g. laptop, PDA) and thleeatication agent located at the edge of
the operator’s network, whereas the AAA protocol is usedvbeh the authentication agent and a remote
AAA server located in the access network. This AAA servertaors users’ profiles. The authentication
method is ran between the client and the AAA server. Fig.5emts the AAA architecture using PANA
and Diameter EAP which are introduced below.

PANA PANA (Protocol for carrying Authentication Network Accg$BOP05] is a new authentication
protocol currently designed at the IETF in the PANA workingup. It is link-layer agnostic and thus
can be used over any access technologies (802.11, 802.8%,, XBPRS, 3G, etc). It permits clients to
dynamically select ISPs. Any authentication method candezlas PANA carries the EAP (Extensible
Authentication Protocol [ABV 04]) protocol, which is an authentication framework thapgorts many
authentication mechanisms such as certificates or onep@s®vords. The PANA protocol also introduces
the Enforcement PointEP), an equipment on which security policies are applidds Enforcement Point
can be configured by the authentication agent using SNMP@B[E!]. The PANA protocol is used be-
tween the PANA client (PaC) and the PANA Authentication Ag@PAA) which relies on a AAA server
to authenticates clients using the EAP protocol. The AAAt@eol used between the PAA and the remote
AAA server must be able to carry EAP packets.

Diameter Diameter is the next generation AAA protocol. It aims at agahg the well-known RADIUS
protocol [RRSWO0O0]. Diameter offers several advantages B¥DIUS and is intended to provide an Au-
thentication, Authorization & Accounting (AAA) frameworfior applications such as network access or
IP mobility. Diameter is composed of a Base protocol [CAI3] extended by other mechanisms called
Diameter-applicationsNetwork access is an example of suddiameter-application AnotherDiameter-
applicationis the Diameter EAP application [ETZ04] which can be usedas®AA protocol by the PAA.

Visited IP Access Network Home IP Access Network
" PAA AAA } | AAA
PANA ! Diameter EAP Diameter EAP
‘ SNMPV3/API 3
. EP Access Router |

<+ Internet

3
IKE/802.11i i

Fig. 1: Overview of AAA Mechanisms

3 Nested NEMO Case Study: PAN in a Bus

The analysis detailed in this paper is based on a nested-N&dd@ario as this configuration represents one
of the most elaborated use case. It is elaborated in the esisié introduces more complexity compared
to other use cases, since we have two mobile networks, witusimg the other one to access the Internet.
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In our case study, we consider a PAN-like sub-NEMO locateal irAN-like root-NEMO deployed in a
bus. The PAN (referred to &EMOpay) is a mobile network composed of several nodddlNs,an, €.9. a
mobile phone, a personal assistant, an MP3 player) and demobiter MRpan). The ingress interface is
a bluetooth link. TheiRpan and allMNNsan communicate with one another through this bluetooth link.
Only MRpan can get a direct access to the Internet through its egremsdoes (e.g. 3G and 802.11). The
bus (referred to aNEMQ,g) is an in-bus mobile network served by a mobile rouk@R},, equipped with
high bandwidth egress interfaces (e.g. 802.16) and ansadire (802.11).

NEMOQysuses its egress interface to connect to access routersittess Operatés (AO) infrastruc-
ture that provides Internet connectivity to the bbi&E MQ,sin turn provides Internet access to passengers
(MNNsgy,ug) which carry aNEMGOpan through the 802.11 access lirik NEMQys may offer some local
services (e.g. video and audio on demand) and some globaegle.g. Internet connectivity) to its pas-
sengers.MNNs,an must be able to use local bus services and also global sepfmeexample Internet
services. This scenario is illustrated on Fig.2.

We refer to theNEMO Operator(NO) network as the network hosting the HA BEMQ,,s MRyys
operates NEMO Basic Support to maintain connectivity toltiernet through its HA via the AGMRpan
also operates NEMO Basic Support to maintain connectivith¢ Internet to its own HA VIlEMOQ, s

In our scenario, the in-bus network can offer Internet catinigy services as well as local services such
as video or audio on demand, a local web site, network ganes,Téese services may be free or not.
Access to paid services must be restricted to the passenberksave paid the relevant fees.

Internet Access operator Internet

HA pan

NEMO-Operator

HA bus

Fig. 2: Case Study Scenario: PAN in a Bus

4 Requirements

In this section, we are enumerating a number of requirentaatsmust be met by an AAA architecture
in a nested NEMO. These requirements are divided into rements resulting from security threats, and
requirements resulting from service needs.

** Note that according to the NEMO terminology defined in [ELOBRspan are perceived asINNsg,ys (i.e. V MNys) from the point
of view of NEMQ, s
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4.1 Security
Some studies have already been pursued to analyze threatiuiced by NEMO Basic Support:

e [POJL04] describes various NEMO-specific threats. It digidhe analysis between MR and HA
signaling, forwarding information at HA and nested mopilonfigurations. It appears that the
signaling message used between MR and HA could be used toHaaitacks such as redirection
of traffic. Moreover, the tunnel created between MR and HAdlay traffic from ingress network
to the Internet should also be protected by AH. For this neaaee of IPsec AH [KA98a] and/or
ESP [KA98b] is required to protect the communication flow.

e In [JZW"04], authors also try to determine possible attacks undeioperation of NEMO Basic
Support. They describe an attack called “Binding Updatefmti by which an attacker could create
false signaling packet (tH&nding Updatgin order to redirect traffic to a victim. However, the attack
described is not feasible since the packet does not comfitytiné [ADDO04] specification. Some of
the others described threats are more specific to IP-in-dBpsulation than to NEMO Basic Support.

e These two studies only deal with possible threats at the NEM®@tional level whereas [NT02]
deals with access control for NEMO deployment. In partigutgrovides a high-level overview of
the AAA architecture for various scenarios of deploymerdwdver, it does not propose any specific
solution. Such threats can be handled mainly by using acoegsol mechanism and IPsec protocols.

Networking threats occurring in usual IP environments nalst be considered when deploying NEMO
Basic Support:

e Eavesdropping A malicious attacker could sniff every packet in a NEMO anebb@a lot of data
from the MNNSs. To prevent such problems, messages need todogpted. Moreover, using node
authentication and communication encryption at the same pirevent the network to be a target
of replay attacks. Here, message authenticity and enonyptie at the same time a NEMO and a
user issue. It should not be possible to steal and replayrétentials of a MNN once this MNN is
authenticated in the mobile network.

e Spoofing An attacker can use address spoofing to alter packets seim¢ inetwork. He can then
decide to reset TCP sessions by forging fake TCP FIN packelisiupt UDP transfers sending fake
ICMP host unreachable or port messages. Under such atthekapbile network could be crashed if
not protected. Another related problem is messages’ iityetfessages integrity can be corrupted if
an attacker is able to change the contents of the packetaregel between two entities in the mobile
network. To avoid such threats, the message flows betweenmads involved in a NEMO (MNN,
MR, AR, HA) should be authenticated.

As consequences of the threats identified in this sectiorbeaguite serious, security mechanisms must
be deployed to secure the infrastructure. Encryption and fliaw authentication are therefore required
components of the NEMO infrastructure. IPsec deploymedégribed with the proposed AAA architec-
ture in section 5.

4.2 Authentication and Authorization

Entities must be authenticated before they can be granteites in the NEMO infrastructure as well as in
the AO’s infrastructure. This is necessary for any kind ot/ as it would allow the service operator to
apply access control and avoid any unauthorized use. Atitla¢ion of network services is also useful for
the clients in order to be protected against any type of isgr@ation.

4.2.1 Authentication of Routers

Mobile routers are entities that can be owned by differetdrac The MR embedded in the budRy,9) is
owned by the NO and aims at providing connectivity for pagseslocated in the busANNg,,s). On the
other hand, the mobile router in the PAMR,ay) is owned by an individual and used by other equipments
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(MNNsyan) owned by the same individual to access the InterféRpan would thus allowWMNNs,ap, to
benefit from the services offered by the NO including Inténmnectivity provided bNEMQO,,s as well
as the mobility service. Securing the mobile routers atyelmrel is therefore vital for the safety of the
entire nested NEMO.

When deploying nested MRs, we need to define security regeinés, taking into account each use
case and threats that could occur in each situation. WhekllBés used by a mobile network to provide
connectivity to its local nodes in a root-NEMO suciNEMQ,,,5, the MR must be authenticated beforehand
by the AO’s AAA system.

If the MRs belong to the same administrative domain as thetAé)n, the MRs need to be registered in
the AO’s authentication back-end. Otherwise, if the MRsraveowned by the AO, the AO’s authentica-
tion framework must contact the authentication serverfefinstitution where the MR is registered. The
institution operating the MRs must have an agreement wéhA for this authentication to be successful.

When an MR owned by some individual is used to serEMOpa, to access NO services inside a
root-NEMO, it becomes a sub-MR. The sub-MR needs to be atitiaed by the root-NEMO as any MNN
would be.

On the other handyINNyys andMRpan will use MRyys as the default router. For this reason, they need
means to trust this router. In particular, traffic from andiAB,,s should be authenticated. SimilarMRyys
needs to trust the AR located in the fixed access network. Aig thus be equipped with the necessary
AAA materials to prove their identity.

4.2.2 Authentication of Nested MNNs

Under NEMO Basic Support, the traffic originating from thebile network is always tunneled by the MR
to its HA. The fact that the traffic actually comes from thergms network is thus hidden by the MR. As
a result, MRys can not differentiate traffic originated from or intendedatMRpan or aMNNpan. From a
service point of view, this translates iNWNNs,an UsingMRpan as a point of attachment transparently to
NEMO,s Indeed the PAAIINEMO,,scan not authentical NN syan. It only sees IP traffic whose source
IP address is the egress interface ofMi8yan, and thus can not deteRINNgan. MNN s may consume
the bandwidth resource ®§EMQ,s although only a single hosMRpan) is supposed to use the service.
This side effect is a natural consequence of the charatitsrand properties of the protocols involved in a
nested NEMO scenario.

Three possibilities to authenticatdviNNyan normally hidden by itdMRpan come to mind. The first is to
modify the PANA protocol to allowMRpan to authenticate both himself and its ingress network. Thidd
be done ifMRpan provides its ingress prefix or addresses in use in its netwidtk second is foMRpan to
act as a sort of PANA relay between the PAANE MQ,ysand theMNNpan. The third is for eactMNNpan
to authenticate individually with the access network. T@ild imply thatMNNpan can directly contact
the PAA located inMRyys The first solution is desirable since MNNs wouldn’t be reqdito perform
AAA mechanisms. The second would basically break the ctud&® concept since credentials should
not be shared with third parties. The third would not workddNEMO configurations since in some cases
MNNSs are expected to be very simple nodes. Like for NEMO B&sipport, a generic solution must be
able to meet the needs of MNNs without requiring them to supgty additional mechanism.

4.2.3 Authorization for Services Offered in a NEMO

Inside a mobile network, authorization for using the sassioffered byNEMQ,,s must be granted only
for users that the NO’s authentication servers can auiteteti These users may belong to the NO or any
other ISP which has an agreement with the NO. In order to psoites authentication, the NO's MRs need
enough local or remote resources. This authenticatiorgssomust allow authentication of users if they are
registered and grant them the use of the Internet connggcsigivice or other services if their credentials
permit it.

At this point, we have to distinguish between the Internetnaztivity service, and other local free and
non-free services. Some user may not have paid for locafre@services, thus the local non-free services
should no be available for this user. On the other hand, geedervices should be available in any case.
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We can conclude that we need to make a distinction betweesetiveces from an authorization point of
view. The authorization for each type of service should dlsindependent from the others. To fulfill this
requirement, the authentication system must have enowgtulgrity in its actions.

4.2.4 Conclusion

Authorization for any kind of service must be granted aftertual authentication between the entity using
the service and the entity providing the service, in ordenvimid unauthorized users and ensure the identity
of the service provider. The nested NEMO scheme does noiresgdditional mechanisms than those re-
quired for mutual authentication between the MR and the MikiNsroot-NEMO. Sub-MRs are considered
as usual MNNs in the root-NEMO and are authenticated the seage

5 Proposed AAA Architecture

In this section, we propose an AAA architecture which alldines authentication of participating entities
in a NEMO deployment scenario. This architecture permitgittihenticatdNEMQO, s to the Internet Ac-
cess Operator, and to authenticktl Ny s andMRpa, in the NEMQyys. Note that, currently, without any
optimization,MNNs,an can not be authenticated. Our AAA architecture is a collectf processes and
information distributed among the different entities, dige collaboration to fulfill the authentication and
authorization requirements.

In addition to the requirements identified in earlier satsiowe are targeting an AAA architecture that
offers minimal resources consumption, scalability anadanatic bootstrapping capability of the authenti-
cation process, as well as simplicity of deployment, mansege and use. Our AAA architecture detailed
below is limited to authentication operations in a nested/XlEenvironment.

5.1 Design of the AAA Architecture

As mentioned in section 4, we need to authenticate usersdal $ervices as well as for Internet connectiv-
ity services. The local services should be available evBitEiM G, s does not have connectivity. We could
have separated authentication systems, one for localcesraind one for Internet connectivity services.
However, this approach would require allocation of moreuveses in an embedded environment. The
other disadvantage of separate authentication systematithieir maintenance and management costs will
be more expensive. For this reason, the authenticatiowéat kervices and the authentication for Internet
connectivity services will be provided by the same systemly@ne credential material (e.g. certificate,
login and password) will be needed for each entity to autbata itself and gain access to a specific set of
services.

One part of the authentication framework is the autheritinatystem that allows the AO’s infrastructure
to authenticate MRs. This authentication system will irgodntities in the AO’s infrastructure as well as
entities in the NO's infrastructure.

5.2 Description of the AAA Architecture

Our design choices are illustrated using the case studyideddn section 3 but could apply to any nested
NEMO scenario. Fig.3 shows the overall AAA architecture.uiFaetworks are involvedNEMOpap,
NEMQys the AO’s network and the NO’s network. Arrows show the useathentication protocols
(PANA and Diameter) between entities involved in the autization process.

PANA is used betweeMRy,, s and MNNgy,s (i.e. betweerMRy,,s and MRpan or VMN,,¢), as well as
between Internet service routeMd Ry s and the AR in the AO’s network). In the back-end of the authen-
tication system, the Diameter EAP application of the Diaanbise protocol is used in the communication
between the service front-end entities and the back-eftatitation servers. The Diameter EAP applica-
tion is also used between the AO’s AAA servers and the NEMQatp€es AAA servers for inter-domain
authentication oMRy s The AAA architecture is explained in details in the follogiparagraphs.
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Fig. 3: Global AAA architecture in a nested NEMO

5.3 Authentication in NEMO

In this section we describe the authentication mechanisad insidedNEMO, s to authenticate its clients
(MRpan or MNN,ys) before they can access bus’ services (as described imsec.2 NEMQ,s can not
authenticatdNNs,an). For the practical deployment of this authentication systwe suggest the use of
PANA. The PANA Authentication Agents will authenticate theer and set the access rights accordingly
in the Enforcement Points (EP). For simplicity, we assume tieatMR,,s PAA and EP functions are
co-located. The use of PANA will permit to bootstrap IPsetwa®n the PANA client and its access router
thus providing a trust relationship between clients anddRe

Services offered by a NEMO network may be free or not free. dégessing non free services such as
Internet access, authentication must be performed. Theresnents and assumptions for this authentica-
tion system were identified in section 4.2.3. During thisautication process, the AAA server can provide
filtering rules to be applied at the Enforcement Point and ithimplicitly authorizes some services. The
actual AAA architecture thus allows only static configunatfor services.

5.3.1 AAA Architecture in the Access Network

To authenticate classic IP clients and mobile networks sistéEMQ, 5, the Access Operator uses PANA
and Diameter EAP. The PANA protocol is ran between IP cli¢htR,,sin Fig.3) and an authentication
agent (PAA-AO) which are located around the access router.alithentication agent (PAA-AQ) contacts
a remote AAA server (AAA-AO) to authenticate users. This AAérver is in fact an EAP server since
PANA carries EAP packets. If users belong to another adinatige domain, the AAA server will contact
the corresponding AAA server. In our scenario, the Accessr@ipr's AAA server can contact the NEMO
Operator's AAA (AAA-NO) server to authenticalE MQyys

Thus, from the Access Operator point of view, the mobile oekws an IP client and it is assimilated
to a PANA client (PaC) for the access network. It implies tiet NEMO operator needs to have some
agreements with the Access Operator.

The use of PANA in the access network allows us to bootstrapd®etweeMNEMOQO,,s and the AR of
the Internet Access Operator. This results in a trust aeiatiip betweeNEMQ, and its AR.
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Signaling messages
MRpus <—> HAys | AHand ESP
MRpan < —> HApan | AHand ESP
Tunneling
MRous <—=> HAps AH
MRpan <—> HApan AH
Data traffic
MRous <—=> AR AH
MRpan <—> MRyys AH
MNNys <—> MRyys AH

Tab. 1: IPsec deployment

5.4 IPsec Usage in NEMO

In order to provide IP security in a deployed NEMO, IPsec #thbe used. We can divide IP traffic in three
categories. For each category, we propose a specific IPage us

1. MR and HA signaling: the signaling messages between MR and B#&ding UpdateandBinding
Acknowledgmeiimust be protected by using AH and ESP (cf. [POJL04]). Thisceons signaling
messages exchanged betwd#R, s andH Apysand also betweelM Rpan andHApan.

2. MR and HA tunneling to relay traffic between IP clients and their correspondents: this traffic
should be at least protected by AH.

3. Data traffic between IP client and Access Routerthis traffic concernet R, sto AR of the access
operator but also traffic frorMNNyys Or MRpan to MRyys Use of AH will permit to the IP client
to authenticate the access router. For this reason we reeachto use at least AH to protect this
traffic, however security at the layer 2 may be sufficient. eNtbiat the PANA protocol allows the
bootstrapping of IPsec.

Tab.1 presents the necessary IPsec deployment in a NEM&inicture.

6 Open Issues and Future Work

In our future work, we will consider the open issues listethia forthcoming paragraphs and we will try to
extend the AAA architecture in order to fulfill all the AAA ragements.

Loss of connectivity The nature of mobile environments forces us to take into @aticthe problem of

IP connectivity outage. The bus may loose IP connectivitgitnations when no access networks are
reachable. If we rely on a remote AAA server, the autheritiogirocess would be interrupted during the
loss of connectivity. The interruption of the authentioatprocess would have no impact as long as the only
service offered inside the bus is the Internet connecti@ty the other hand, if the bus offers local services
as well, such as video and audio on demand, no authenticziobe done during the loss of connectivity
as long as the authentication of user inside the bus reliesremote AAA service. To avoid total service
outage during loss of connectivity to the Internet, the AAamework must rely on local means. A simple
solution is to put all the required AAA resources inside ths.b

Multiple logins and credential abuse We can not rely on a remote entity to detect multiple logiriagis
the same credentials since a NEMO may loose its connectivity it is a problem for ISPs and their
deployment of NEMO, the answer can be found according t@fit business models. In tNEMOQ, s
scenario for example, a potential solution is to delivederdials to clients on trip basis. They would be
linked to the bus ticket and couldn’t be used in another btiseasame time.
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Dynamic service authorization The AAA architecture described in this paper can offer atiadion
services. The authorization data can be transported by idnadder-EAP protocol. The protocol however
does not define how, neither where to get the authorizatite dehis is left to the implementer and the
operator’s decision. Nevertheless, this AAA architecdoes not provide dynamic authorization. It has
a different scheme than the authorization capabilitiesigen by the proposed AAA architecture. When
dynamic authorization is used, the client is authenticatdfitst. After that, when a request for a service
is issued, the client’s privileges are checked by the AAAhidecture before the network decides to grant
the service or not. The advantage of dynamic authorizasitimat changes on user’s privileges can be iden-
tified. Moreover, this scheme allows a better separatiowést the authentication and the authorization
processes.

Distinction between IP NEMO client and IP classic hosts The Access Operator might need to know if
a client is a mobile network that may require more bandwildéimta single host. One possible approach is
to use the full features of the AAA architecture to add moferimation about the clients and the services.
This information should then allow the access operator stirdjuish between the different categories of
clients.

7 Conclusion

The protocol to manage the mobility of entire networks, NEMO Basic Support is surely a better ap-
proach than Mobile IPv6 because it allows to bring an untchihumber of usual IPv6 devices behind a
mobile router and to manage the mobility of the entire nekwteainsparently to the nodes located in it.
However, this challenges the existing AAA mechanisms usexithenticate and authorize users to access
resources in foreign access networks, particularly whehilmmetworks become nested. We proposed a
comprehensive AAA architecture adapted to nested-NEMGQigarations which solve some issues and
risks towards communication security. As demonstratedhim paper, the combination of NEMO Basic
Support and AAA mechanisms causes new issues. Further wibiternecessary to achieve an architec-
ture that fulfill the requirements and thoroughly suppréssdts specifically targeting NEMO networks.
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